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Ducktail

DuckTail is an operation that involves multiple Vietnam-based threat actors
who share the same tactics, techniques, and procedures (TTPs). They also
share the same motivation: gain access to social media business accounts, spe-
cifically ones belonging to digital marketers.

DuckTail malware steals saved session cookies from browsers, with code specif-
ically tailored to take over Facebook business accounts. The malware is typical-
ly spread on LinkedIn, where threat actors post fake job descriptions to
“recruit” potential victims.

The “products” of the operation (i.e. hacked social media accounts) feed an un-
derground economy of stolen social media accounts, where numerous vendors
offer accounts priced according to their perceived usefulness for malicious ac-
tivity. The image below shows a high-level overview of how DuckTail threat ac-
tors abuse different cloud services and social media platforms in their whole
operation:
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How to protect ourselves from Ducktail malware

Although Ducktail malware is
highly adaptive, which makes it
difficult to establish a specific
protection protocol to address
this threat, there are ways to
protect against an attack. We
outline several methods below:

. Employee training:
Corporate cybersecurity often
starts with the employees. In
this case, they play a critical
role in ensuring precautions are
taken to avoid falling victim to
this attack, which is why com-
panies should invest in training
so that workers can identify
fraudulent activity. This boosts
awareness among teams and
serves as the first step towards
protecting organizations.

Key Takeways

Ideal Social Engineering

Target: DuckTail threat actors *

primarily target users working
in the digital marketing and ad-
vertising space. Unfortunately,
the tech layoffs occurring in
2022 and 2023 introduced more
eager candidates into the digital
market - meaning more prime
targets for DuckTail.

Raiding Business and Ad
Accounts: DuckTail targets Fa-

cebook and TikTok Dbusiness °

accounts, and Google ad ac-
counts. Stolen social media
business accounts feed an un-
derground economy where these

accounts are traded among oth- -

in Vietnamese Tele-

<=

€r users

(4

q%

X

>

<Rt

Through suspicious
emails and links

Think Safe | Stay Aware |

o Use of firewalls:

Although prevention is key, in
the event of a potential threat
we must also have a system in
place that blocks a malicious
agent from entering the system.
Installing a firewall to prevent
the spread of any malware is an
essential part of shielding an
organization’s devices and inter-
nal systems.

. Implementing a unified
cybersecurity system: In-
stalling a firewall is the founda-
tion of an effective cybersecurity
protocol but complementing this
measure with other solutions
can really make the difference
when it comes to protecting
your organization. Combining
cybersecurity systems such as

gram groups.

Social Engineering as the
Distribution Method: Duck-
Tail’s primary distribution vec-
tor continues to be social engi-
neering through LinkedIn mes-
saging. Threat actors set up
fake LinkedIn recruiter profiles

and fake job postings imperson- °

ating popular companies to lure
unsuspecting victims looking for
employment.

Expanding and Always
Evolving: DuckTail continues
to expand the list of cloud ser-
vices abused for hosting and
distributing payloads.
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Stay Secure

XDR functionality to ensure de-
tection and response to the
presence of threat actors, the
aforementioned use of firewalls,
and endpoint security helps cov-
er any potential gaps in data

protection, thus unifying the
cybersecurity protocol and mak-
ing it more effective.

novative AI Online Tools:
DuckTail threat actors have
successfully weaponized the re-
cent popularity of generative Al
platforms, such as ChatGPT
and Google Bard Al, to lure vic-
tims to install malicious soft-
ware.

Stealthy and Strategic Ma-
neuvers: DuckTail threat actors
use private residential proxy
services to log in to compro-
mised social media business
accounts to prevent raising any
security alarms. In addition,
they abuse the "Encrypted noti-
fications" Facebook feature to
prevent the victim from per-
forming an account recovery.
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